YOUR PERPETUAL EDGE

CYBER SECURITY
PENETRATION TESTING

TESTING, AUDITING AND CYBER CONSULTANCY SERVICES

Information security has become an increasing priority for organisations, with the need to secure
sensitive data as paramount. As a result, CSl is partnering with information security experts Intertek NTA
to offer a variety of consultancy, auditing and penetration testing services to help keep possible risks
and vulnerabilities at bay.

Together, we provide specialist help working towards ISO 27001 certification, PCl compliance, improving
security governance or risk assessment processes, security awareness training, incident readiness, cloud,
BYOD, SIEM etc.

At CSI, we offer a partnership that gives you a perpetual edge over cyber security threats. Our advisory,
professional and managed security services are brought together by a methodology that puts the reduction
of risk at the heart of everything we do and ensures successful delivery of the security outcomes that
underpin your business.

Joint Partnership Services

Consult

Whatever information security related assistance you require, we will provide you with independent, un-
biased advice. We take on your challenges as our own, going out of our way to find the best solution for your
business.

Test

Whether you're looking for a straightforward and reliable vulnerability assessment to keep tabs on internal
or external network vulnerabilities; a full wheels-up manual penetration test to give your network a
thorough workout; or to validate the build of a newly launched system, we can tailor its testing to suit.

Comply

If your organisation is engaged in activities that come under the control of a regulator, or if you would like to
be aligned with a particular standard or industry best practise, we provide assistance, advice and assurance
to help you understand, meet and manage your compliance requirements.
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About Intertek NTA ntertek

CSl chose to partner with Intertek NTA as it is a global provider of cyber security testing,
auditing and consultancy services. With access to cyber security experts across North
America, Europe, the Middle East and Asia, Intertek NTA complements our cyber security
services and offer a broader portfolio of services for our clients.

« Accredited by the UK National Cyber Security Centre (NCSC)
» Accredited by the Council for Registered Ethical Security Testers (CREST)
« Accredited by the Payment Card Industry Security Standards Council (PCI SSC)

Penetration testing can involve automated, high level scanning tools, but this is enhanced through the use of Intertek
NTA’'s own test engines and deep experience and expertise. This provides a more comprehensive solution.
Red teaming and social engineering services can also be delivered.

Assurance Services

Penetration testing of: Training and support of:
e Infrastructure and WiFi e Security Awareness
« End User Devices e Security Tools
«  Websites and Applications »  Secure Website Development

« Cloud Environments (e.g. Azure / AWS)

Tests can be performed remotely or onsite, from a credentialed or non-credentialed perspective, once-off or regularly
to provide a depth and breadth of testing appropriate to the target system, data and perceived risk.

We have vast experience across the market sectors most frequently targeted by cyber criminals including financial
services, healthcare, manufacturing and government departments.

Testing follows global standards and methodologies such as PCI DSS, Open Web Application Security Project Top 10
and National Institute of Standards and Technology.

Additional Services from CSI

* Managed Endpoint Protection

» Web Filtering

» Managed Detection and Response

* Managed Phishing Defence

» CSI Cloud Azure Services

« CSIIBMiCloud Services

» CSI AIX Cloud Services

« CSI Cloud Services for Linux on IBM Power
» Al-optimised Cloud Infrastructure

» Backup and Recovery Simulator

» Data Protection and Cyber Resilience

» Disaster Recovery as a Service

» Professional Services e.g. consultancy, risk mitigation and roadmap reviews

+44 (0)800 1088 301

CSl House info@csiltd.co.uk
2940 Trident Court

Birmingham Business Park
Solihull Parkway
Birmingham B37 7YN

www.csiltd.co.uk




